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ABSTRACT: The Financial Services Industry (FSI) is healthier today than before the 2008 
financial crisis.  Post-crisis reforms built resiliency into an industry that proved fragile to 
financial shocks. The largest institutions continue to consolidate market share and 
performance is returning to historic levels while smaller institutions struggle with rising 
regulatory demands. Increased US government reliance on economic sanctions intensifies 
the FSI’s role as an instrument of national power.  Emerging Financial Technologies are 
changing the FSI landscape creating opportunities and consolidating risks. London and 
Singapore—key Global Financial Centers—bring uncertainty and opportunity the US can 
leverage to further its economic security. 
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EXECUTIVE SUMMARY 
 

“Economic security is national security.” 
PRESIDENT DONALD J. TRUMP | NOVEMBER 2017 

 

Introduction 
The preamble to the US Constitution enumerates the purpose of our government: to 

“establish Justice, insure [sic] domestic Tranquility, provide for the common defence, promote the 
general Welfare, and secure the Blessings of Liberty to ourselves and our Posterity.”1 The 
Eisenhower School Industry Study program explores the US industrial base’s ability to provide 
resources for the common defense. As one of twenty studied industry sectors, the Financial 
Services Industry (FSI) not only contributes directly to the health of the US economy, it also 
provides credit and liquidity to finance the defense industrial base.     

Three views capture why the FSI remains critical to the United States’ national security.  
First, as the 2017 National Security Strategy (NSS) establishes, “Economic security is national 
security.”2  A safe and resilient FSI underpins a secure and prosperous economy. Accordingly, the 
FSI is designated vital critical infrastructure key to US economic security.3  Thomas Jefferson 
articulated a second, competing point of view, “banking establishments are more dangerous than 
standing armies; and that the principle of spending money to be paid by posterity, under the name 
of funding, is but swindling futurity on a large scale.”4 Or more simply, the FSI poses a 
fundamental danger to the nation. The third point of view, that of Alexander Hamilton, highlights 
the FSI’s value to a nation’s future greatness: “And thus by contributing to enlarge the mass of 
industrious and commercial enterprise, banks become nurseries of national wealth…”5  Although 
seemingly divergent, these views all share a common theme, the criticality of the FSI to national 
security.  Not only is FSI directly linked to today’s national security, it both poses an inherent 
danger while also being fundamental and essential to the nation’s growth, development and 
prosperity. The purpose of this study is to develop policy recommendations through which the 
financial services industry can more securely support and make a greater contribution to national 
security. 

Nearly 10 years after the 2008 global financial crisis, several significant contextual events 
occurred and influenced the FSI. Shortly after his inauguration, President Trump issued a 
Presidential Executive Order (PEO) on Core Principles for Regulating the United States Financial 
System to examine the post Dodd-Frank regulatory architecture. Subsequently, an additional PEO 
followed on Assessing and Strengthening Manufacturing and Defense Industrial Base (DIB) and 
Supply Chain Resiliency of the United States, including assessing the FSI’s ability to provide the 
credit and liquidity necessary for a vibrant and responsive US DIB. The next action was to identify 
the key priority actions—reduce regulatory burden and promote tax reform—in the 2017 NSS.6  

These events spurred several key actions affecting the US FSI. Congress passed the most 
significant US tax reform in 30 years. Additionally, both chambers of Congress moved forward to 
reform the 2010 Dodd-Frank Wall Street Reform and Consumer Protection Act (“Dodd-Frank”). 
In addition to these actions, low unemployment and increasing consumer prices encouraged the 
Federal Reserve Board (FED) to target three federal funds rate increases in 2017 signifying an 
increasing confidence in the economy. The FED also began balance sheet normalization in October 
2017 by starting to unwind quantitative easing, in use since 2008. These and other contextual 
factors contributed to this period being an inflection point for the FSI. 

Given these events, the 2018 Financial Services Industry Study (FSIS) team filtered its 
analysis through three lenses: industry support for national security, how the regulatory framework 
identifies dangers and builds safeguards against them, and how the industry is postured to nurture 
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the nation’s future wealth and economic prosperity. The team performed this analysis through an 
examination of selected firms, regulatory agencies, industry organizations, advocacy groups, and 
law enforcement, which included discussions with key government and industry leaders. The FSIS 
study included visits to the top ranked Global Financial Centers (GFC) including: #1 London, #2 
New York, and #4 Singapore.7 (Appendix A) For the past ten years, Singapore and Hong Kong 
have alternated between third and fourth on the GFC index.  

This report consolidates analytical findings through an executive summary and collection 
of several essays.  The executive summary provides an overview and analysis of the industry’s 
current condition.  Essay I evaluates the industry as a foundation of national power and examines 
Brexit impacts. Essay II reviews the FSI’s ability to further support national security policy and 
evaluates how government has postured the industry for use as both hard and soft instruments of 
power. It also considers how the US can better leverage London and Singapore relationships to 
improve the effectiveness of US instruments of power. Essay III explores emerging threats and 
opportunities by examining the industry’s innovative environment and evaluating how the industry 
is postured to ensure security and prosperity in the future. It also analyzes Singapore’s role as a 
growing global center of financial innovation excellence. The report includes recommendations to 
improve security against systemic risks and ensure a prosperous American economic environment.    

This report argues that the financial services industry is in a much stronger position today 
than before the 2008 financial crisis, but this came at a cost.  The post-crisis regulatory framework 
addressed much of the financial risk. The largest commercial and investment banks continue to 
consolidate market share with performance returning to historic levels. However, rising and 
inefficient regulatory compliance demands pressure smaller institutions. While regulations 
enhanced financial resilience to system shocks, less has been done to address operational risk and 
cybersecurity particularly from emerging Financial Technology (fintech). Consolidation of 
operational functions increases the impacts of possible internal and external system failures. 
Positive systemic health, however, has bolstered the FSI’s ability to support national security as 
an instrument of power.  Increasing reliance on sanctions and the power of the dollar as a reserve 
currency are key considerations as is competition from other financial hubs.   
 Moreover, the FSI’s international landscape is changing. Brexit transition begins in 2019 
with unanswered questions on how it will affect the health of the US FSI and impact US-European 
sanctions partnerships (see Essays I & II). Furthermore, Singapore is a burgeoning financial 
powerhouse actively seeking to increase its influence and innovative posture in the Asia-Pacific 
region and globally. As the study found, it is likely that Singapore will continue to enjoy success 
in this effort particularly in Asia, but also across the globe. As a result, the US must ensure it 
leverages that influence and remains an irreplaceable partner to Singapore (see Essays II & III). 
The study also found that access to capital in underserved areas offers an opportunity to extend 
American influence. This is an important aspect of US national power that should be pursued.   

Looking forward, several emerging threats and opportunities will radically shape the 
industry and require regulators to keep pace.  Nurturing a healthy innovative environment and 
adoption of the resulting innovations and technologies such as artificial intelligence and other 
cyber-related tools will be important to consider.  The rising cyber threat will also will require 
greater interagency and government-commercial integration. 
 
Definition of the Financial Services Industry  

Thousands of depository institutions, insurance companies, and firms providing financial 
advisory services, mortgage lending, market making, and many other related services comprise the 
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FSI.8 The FSI is crucial to American prosperity and gross domestic product (GDP) growth by 
providing capital for industry expansion and job creation, connecting investors and borrowers, 
providing credit to firms and individuals, and facilitating the sale and export of American goods.  
In 2017, the US financial sector added 21 percent, more than $4T, to GDP.9 The FSI’s real value 
is at post-2008 highs and demonstrates that, although profits may not be at pre-2008 levels, it is 
once again supporting economic growth.10  

The health of the overall financial sector is a factor of two key industry components, 
investment banking and commercial banking, due to each component’s central roles in providing 
liquidity for the economy, generating new jobs, and boosting GDP. Moreover, commercial and 
investment banks are subject to the bulk of post-crisis regulation aimed at ensuring industry 
resilience, thus making these industry components critical considerations in an assessment of 
industry health. The US government must strike a difficult balance between protecting its health, 
keeping it stable and resilient, and allowing market forces the space required to fuel economic 
growth and create wealth. 

IBISWorld defines the commercial banking industry as “banks that provide financial 
services to retail and business clients in the form of commercial, industrial, and consumer loans. 
Banks accept deposits from customers, which are used as sources of funding for loans.”11 The 
largest US commercial banks include JP Morgan, Bank of America, Wells Fargo, and Citibank.12 
The Office of the Comptroller of the Currency (OCC), the FED, and the Federal Deposit Insurance 
Corporation (FDIC) are principle federal regulators.13   

Investment banking provides “underwriting, originating, [and] market-making services for 
a range of financial instruments including, but not limited to, bonds, stocks, and derivatives.”14 
The largest American investment banks are JP Morgan, Morgan Stanley, Bank of America, 
Citigroup, and Goldman Sachs.15 The Securities Exchange Commission (SEC) and Commodity 
Futures Trading Commission (CFTC) principally regulate securities market activities including 
investment banks.16 Following the 2008 financial crisis, the remaining investment banks converted 
into bank holding companies, which are chiefly regulated by the FED.17 Commercial banking is 
largely domestic, whereas investment banking is highly globalized. (Appendix B) 
 
Current Condition of the Financial Services Industry  
 The fundamental question is whether FSI firms achieve adequate profit and create value at 
acceptable risk. If industry conditions prevent firms from doing so, the government should 
consider policy interventions to ensure a healthy, resilient, and sustainable industry. This section 
follows the Structure – Conduct – Performance methodology to evaluate commercial banking and 
investment banking health as indicators for the broader financial sector.   
 Understanding which of the market forces described in the Porter’s Five Forces model18 
are dominant in financial services is useful in analyzing the overall industry structure and profit 
potential. One can further analyze structure by plotting and examining the sector’s position and 
trend on the competition spectrum. Conduct considers the strategies that firms use to compete 
within the industry, the ways firms differentiate their products, and the sustainability of their 
business strategies. Performance evaluates the effectiveness of the firm’s strategy by measuring 
firm value including profit margins, return on equity (ROE), and profit-earnings (P/E) ratios, as 
well as measures of resilience to financial shocks. Analysis of these performance and resilience 
metrics determines whether firms achieve adequate profit and create value at acceptable risk. 
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Structure – The Shape of the Industry 

Analyzing the financial industry using Porter’s Five Forces19 reveals that both commercial 
and investment banking firms face similar dominant forces that shape firm structure and influence 
strategy. Complex regulations and high compliance costs, coupled with mandatory capital and 
liquidity ratios, make it difficult for new firms to enter the market. These barriers make the banks’ 
chief competitors established firms and drive business strategy towards winning customers from 
these firms and overall cost reduction. Firms also vigorously compete in hiring scarce talent with 
the necessary technology skills and cybersecurity experience required by the modern FSI.20 
Industry insiders report that their firms increasingly resemble technology companies that happen 
to work in finance rather than the banks of yesteryear.21 At the same time, banks face an 
intensifying threat of substitutes to some banking products. Current innovations help non-bank 
providers, called shadow banks, to offer traditional banking services, like consumer loans, 
mortgage underwriting, and advising (see Essay I).22  

Despite the increasing number of threats from new substitutes, both commercial and 
investment banking are trending towards greater concentration albeit at different degrees and 
speeds. Investment banking consolidated rapidly after the 2008 financial crisis. Today the four 
largest investment banking firms hold 43.9 percent of market share, giving the industry a medium 
level of concentration and defining its structure as an oligopoly.23 Competition among major 
commercial banks is also intense. The four largest commercial banking firms hold 32.4 percent of 
market share defining the industry structure as a monopolistic competition trending towards 
oligopoly as it continues to consolidate.24 Outside the four largest banks, regional commercial 
banks hold a considerable portion of the remaining market share and are facing new challenges. 
The biggest commercial banks are growing at the expense of major regional banks whose annual 
deposit numbers are shrinking. This is, in part, due to an improving economy which encourages 
clients to move money out of deposits and into to money market funds and other investment 
vehicles offering higher interest rates.25 Due to costly regulatory compliance, the trend for smaller 
community banks is further consolidation. Many small banks have not survived. According to 
historical banking statistics, 2,370 banks closed between the end of 2007 and the end of 2017.26 

Shaped by these forces and trends, there are concerns with the FSI’s ability to effectively 
serve consumer and national security needs. The rise of shadow banks and the speed of financial 
innovation which drives risk to financial products and firms beyond regulatory oversight is 
concerning (see Essay I). Also, the loss of many community banks with assets under $10B impedes 
credit available to small, innovative business start-ups.27 These trends may directly harm the DIB 
as these start-ups may not have access to necessary capital to launch new innovations (see Essay 
III).28 Congress is currently considering updates to Dodd-Frank including scalable regulatory 
compliance schemes that differentiate among banks based on asset size. Scalable regulations 
would provide relief for local banks that are “too small to succeed” and reduce industry 
concentration (see Essay III).29   

 
Conduct – Bank Strategy Evolves  

Commercial and investment banking firms share similarities in their competition and profit 
maximization strategies. Applying the Strategic Game Board model reveals that most banks 
position themselves to compete across the board, doing more business better while seeking to cut 
costs using innovation and technology.30 Mergers and acquisitions play a large role in both banking 
industries as firms seek the resources and economies of scale required to offer lower prices.   
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Fintech developments increasingly shape commercial bank strategies. Bank are now 
closing physical branches, relying on technology in lieu of human capital due to the ubiquitous 
access consumers now have through mobile banking.31 One firm reports banks target those with 
technology and user experience credentials for 30 to 40 percent of new hires.32 Another industry 
veteran predicted that fintech or artificial intelligence (AI) use will replace 30 percent of current 
FSI jobs; a trend producing both opportunities and threats (see Essay III).33 

Investment banking is highly cyclical with profitable periods and lean times tracking the 
broader business cycle. No longer restricted by Glass-Steagall, previously stand-alone investment 
banks before the crisis changed strategies. They are now bank holding companies adopting the 
universal banking model offering investment and commercial banking services.34 Meanwhile, they 
seek to do more business better, using new commercial business lines to maximize profits and 
bring in new customers. For those that advocate a return of Glass-Steagall, it remains unclear how 
a modern version would prevent commercial banks from providing investment banking services. 
If it does, investment banking strategies would drastically change as firms would need to divest 
their existing businesses, shrinking the largest US banks and impeding their current ability to ride 
the business cycle.35 
 
Performance – The Balance Between Adequate Profit, Creating Value, and Acceptable Risk 
 Dodd-Frank regulations added considerable compliance costs to the banks’ bottom line 
while years of low interest rates and slower economic activity put additional pressure on financial 
sector profits. From November 2016 through the 2018 first quarter bank earnings reports, 
performance trends are positive. Increasing economic growth, lower corporate tax rates, low loan 
default rates, and rising interest rates buttress these trends.36   

In 2017, FSI firms increased profits by $15.7B total, significantly reversing the trend from 
2016 when firms posted $2B losses.37 More recently, banks reported positive 2018 first-quarter 
results, adding to expectation-beating earnings by large US banks.38 In investment banking, JP 
Morgan posted 30 percent higher first-quarter profits and Goldman Sachs reported 26 percent 
higher profits compared to one year ago.39 (Appendix C) In commercial banking, Bank of America 
reported that profits were up 30 percent compared with the previous year.40 (Appendix D) Recent 
tax reform was a major contributor to these higher profits by cutting statutory corporate tax rates. 
Higher market trading volume also added to increased investment bank profits.41 

Banks use return on equity (ROE) to measure value and inform strategy. For Q1 2018 firms 
posted significantly higher ROE demonstrating improved equity use.42 Average ROE for banks 
during the first half of 2017 was 9.75 percent while in April 2018 Goldman Sachs, Citigroup, Bank 
of America, JP Morgan, and Wells Fargo posted ROEs of 23.62 percent, 17.63 percent, 16.7 
percent, 15.54 percent, and 11.94 percent respectively, a major gain over the past year.43,44 

A third key performance measure is the price/earnings (P/E) ratio—market value of stock 
share against its per share earnings.45 In 2017, bank stocks outperformed the market, adding 42 
percent.46 Recent market turbulence, however, hit bank stocks hard slashing recent gains. High 
profits and improved ROE may not contribute to better P/E ratios in the near-term given investor 
concerns over likely short-term rate increases and investor expectations for further yield curve 
flattening.47 Large banks with diverse business lines, however, can leverage other stable revenue 
streams (i.e., commercial vs. investment banking) to mitigate such risk. (Appendix E) 

Financial system risk is an equal consideration when analyzing bank profit and value 
creation. Dodd-Frank regulatory requirements build industry resilience and lessen systemic risk.  
Dodd-Frank requires minimum bank capital and liquidity ratios to bolster resiliency to major 
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financial shocks. Firms must retain enough capital to meet their commitments and sustain public 
confidence.48 A central part of the FED’s oversight of the largest US banks is its annual 
Comprehensive Capital Analysis and Review (CCAR) program that assesses banks’ forward-
looking capital planning based on each firm’s particular risk profiles.49 The FED also oversees 
annual Dodd-Frank Act Stress Tests (DFAST) to measure bank performance based on firm 
planning and forecasts during a simulated crisis.50 In 2017, the CCAR program covered firms that 
held over 75 percent of banking assets.51  

Banks continue to hold capital cushions beyond Dodd-Frank mandates. Stagnant capital on 
balance sheets means forgoing potential returns by investing that capital. Transparency from 
regulators on what circumstances banks can dip into mandatory buffers and under what processes 
would assuage this caution. It is unclear whether banks can make that choice or regulators must 
approve and uncertainty may impede profitability.52   

While Dodd-Frank regulations led to increased compliance costs, they have not unduly 
impaired large firm competitiveness as banks are able to make adequate profit and create value at 
acceptable risk following sound strategies. Smaller firms, regardless of the strength of their 
strategies, have found it increasingly difficult to remain competitive due to increased compliance 
costs. Based on small bank and small DIB firm connections, and the 2017 NSS’s call for a “healthy 
defense industrial base,”53 scalable regulatory changes are warranted now (see Essay III).  
 
Industry Outlook  

Dodd-Frank implementation substantially reduced systemic financial risk.  Other forms of 
risk, however, remain and new risks are emerging. Risk is increasingly migrating from the formal 
banking sector to the shadow banking sector which offers innovative products outside regulatory 
oversight (see Essay I). Existing regulation and DFAST requirements do not adequately address 
new areas of operational and technological risk driven by fintech innovation that is also 
transforming the industry landscape and offering banks new avenues to compete. Fintech also 
opens new cybersecurity vulnerabilities. Bank officials routinely cite cybersecurity as a chief 
concern due to unpredictability and the unrelenting level of attacks they face daily (see Essay III).   

Unfortunately, a necessary feature for success in the current FSI regulatory environment is 
a large firm. The one-size-fits-all nature of the Dodd-Frank regulation puts smaller banks at risk 
of extinction by being “too small to succeed” and contributes to the further industry concentration. 
Regulators should consider scalable regulation based on bank assets to minimize the small bank 
damage—not all banks are Wall Street behemoths.  These small banks do not pose a systemic risk 
and reducing regulatory burden should release capital for small business, generating jobs and 
innovation (see Essay III). 
 
ESSAY I: A FOUNDATION OF NATIONAL POWER 
 
 The 2017 NSS gives primacy to the notion that the economy is a foundational element of 
national security. As a critical economic component, the FSI is vital to national power. There are 
significant risks, however, with this role. The 2008 financial crisis reminded us of those risks. 
Since the crisis, Dodd-Frank forced industry rehabilitation through regulation and accountability. 
In response, banks appreciably improved both capital and liquidity improving industry resilience 
and reducing systemic risk.  
 Over the past few years, the regulatory landscape shifted toward pro-growth sentiment, 
causing policy makers to reevaluate elements of Dodd-Frank. Moreover, President Trump’s 
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election brought an emphasis to downsize regulation. Shortly after his inauguration, President 
Trump signed an executive order that directed a review of regulations that inhibit economic growth 
or American competitiveness.54 On the whole, this new regulatory landscape gave policy makers 
an opportunity to revise Dodd-Frank eight years after its inception. This section will analyze and 
evaluate the resiliency of US financial system as a foundation of national security.  
 
Dodd-Frank 2.0    
 Dodd-Frank succeeded in its primary aim of decreasing systemic FSI risk. However, there 
is a prevailing sentiment that Dodd-Frank went too far in some cases. The law may inhibit the 
competitiveness of US banks, particularly abroad due to the regulatory burdens. Banks argued 
from the outset, the $50B systemically important financial institution (SIFI) designation threshold 
was too low while regulators and industry criticized the compliance burdens borne by smaller, 
non-systemically important banks. Congress is responding to these concerns.  

In March 2018, the Senate passed the bipartisan Economic Growth, Regulatory Relief, and 
Consumer Protection Act. Also known as Dodd-Frank 2.0, it included modest reforms to address 
Dodd-Frank excesses. The bill aided all but the largest banks by raising the threshold for SIFI 
designation to $250B and reducing supplementary leverage ratios to lower bank holding 
companies’ burdens. The legislation also assisted smaller community banks, by, for example, 
granting regulatory relief from the Volcker Rule for banks with under $10B in assets.  
 As of this paper’s publication, the Senate bill faces an uncertain future in the House of 
Representatives. Ultimately, experts believe that a final bill will pass this Congress, featuring only 
slight deviations from the Senate version. Bipartisan political support for the Senate bill occurred 
because both parties wanted to help small banks. While small banks welcome the prospect of a 
marginally improved regulatory environment following likely passage, they would still face 
existential challenges into the future.  
 
Financial Regulatory Structure 
 While the US financial system may be the envy of the world, its regulatory structure is not. 
Arguably, the greatest failure of post-financial crisis reforms involved failing to significantly 
reform our nation’s regulatory structure. Dodd-Frank did make some changes to the regulatory 
structure. It established the Financial Stability Oversight Council (FSOC) and made changes to the 
regulatory structure regarding derivatives. Yet it left the inefficient, pre-reform regulatory structure 
largely unchanged. This regulatory environment includes a mix of 15 state, federal, and industry 
self-regulating agencies. One major bank indicated their biggest challenge is unharmonized US 
regulations, leading to confusion and contradictory guidance.  
 In addition to private sector frustration, regulators concede a significant amount of 
burdensome inter-regulatory coordination must occur during oversight. This lack of coherent 
regulatory structure is a major systemic vulnerability. According to David Wessel, a senior fellow 
at the Brookings Institution, “Each regulator had responsibility for one set of institutions; no one 
had responsibility for the whole. And that proved nearly fatal to the system. It was part of the cause 
of the crisis, and it made responding to the crisis much more difficult and complex.”55 The 
incoherent structure is not the only issue. Resourcing among the regulatory agencies is also 
disproportionate.  For example, the SEC and CFTC both perform vital and related securities 
markets regulatory roles, but the SEC budget for Fiscal Year (FY) 18 was $1.652B compared to 
the CFTC which received $250M.56 Compared to FY17, the SEC increased while the CFTC 
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decreased. This leaves the CFTC, which is responsible for regulating derivatives (a fundamental 
cause of the 2008 financial crisis), struggling to keep up with its critical regulatory role.  
 Current political will to reform the regulatory structure is low. Dodd-Frank 2.0 is not likely 
to address it. When the political will improves to reform the US FSI regulatory structure, regulatory 
bodies such as the Bank of England and Monetary Authority of Singapore are models to consider. 
They each have further harmonized regulatory agencies that provide clearer guidance and focus 
limited resources on compliance and competitive advantage.  FSI firms preferred each countries’ 
coherent regulations over the balkanized and contradictory US requirements.  

Recommendation: The US should begin an incremental path to meaningful FSI regulatory 
reform by merging the SEC and CFTC into a single agency. The undersized CFTC is ill-equipped 
to regulate complex derivates and futures trading. The SEC has resources to draw from, such as 
FINRA, that could help the CFTC manage one of the most complex aspects of the FSI. This would 
increase efficiency and reduce uncertainty over jurisdictions.  
 
Credit Rating Agencies   
 While there are numerous credit rating agencies in the industry, the “Big Three Agencies” 
(Moody’s, S&P, and Fitch) dominate. They also absorbed partial blame for the 2008 financial 
crisis. According to the report submitted by the Financial Crisis Inquiry Commission in January 
2011, “Mortgage-related securities at the heart of the crisis could not have been marketed and sold 
without the Big Three’s seal of approval.”57 The agencies were accused of forfeiting quality ratings 
to win a bigger share of profits.58 Mortgage backed securities subsequently suffered large losses 
during the 2008 crisis and the agencies were bluntly criticized for failing to warn investors of the 
dangers of investing in these products.59 Dodd-Frank regulatory updates for CRAs were weak. For 
example, Congress expanded regulation of credit rating agencies within the SEC to strengthen the 
oversight of the industry; however, they made no substantive changes. The conflict of interest 
between the CRAs and their paying customers, the rated agencies, lingers as a systemic weakness.  

Recommendation: Policy makers should consider moving to an investor-paid credit rating 
model aligning incentives or rating agencies and investors. The current issuer-paid model allows 
rated agencies to pay for credit rating services to sell their bonds to regulated financial 
institutions.60 This conflict of interest allows for the possibility that a rated agency could pay for a 
better rating.  Investor-paid models may reduce conflicts of interest. 
 
Shadow Banks  
 Shadow banks are “financial intermediaries involved in facilitating the creation of credit 
across the global financial system but whose members are not subject to regulatory oversight.”61 
Although, shadow banks provide similar products and services as traditional FSI firms, they are 
for the most part unregulated. This allows them to collect risk pushed out of the industry’s 
regulated sectors. Shadow banks are also vulnerable to panics and systemic failures.62  
 In 2010, the US government exacerbated the problem by failing to address potential risk 
associated with shadow banking, un-insured deposits, and securitized loans. Making matters 
worse, Dodd-Frank prescribed strict regulatory guidelines for financial institutions which further 
pushed lenders into the shadows of banking. As an example, banks have started to pull out of 
mortgage lending due to onerous regulatory requirements and post-crisis belief that mortgage 
lending was inherently risky. Shadow banks, such as Quicken Loans and Freedom Mortgage 
account for more than half of the mortgage market in the US. Today, the FSI faces increasing risk, 
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vulnerabilities, and challenges based on the rising demand, market share, and potential impact of 
shadow bank provided mortgage loans. 

Recommendation: US regulators should categorize and regulate large non-banking 
intermediaries that reach a $250B capital threshold as traditional banks and require appropriate 
charters. Such actions would require US regulators to increase efforts to prioritize, include, and 
monitor all vulnerable non-banking intermediaries as SIFIs. 
 
Central Counterparty Clearing Houses (CCP)  
 Following the financial crisis, regulators and institutions sought to increase safety and 
reduce risk through CCP transactions. Clearing houses were a mitigation tool to leverage more 
effectively. Therefore, Dodd-Frank required that more trades flow through clearing houses, 
expanding their role as a guard of financial stability.63 The value of CCPs has grown to around 
$278T in derivatives.64 This staggering amount demonstrates the potential widespread impacts of 
CCP failures. In November 2017, the National Economic Council singled out clearing houses as 
"the next problem."65  

The growth and increasing interconnectedness of CCPs requires attention. (Appendix F) 
Amplifying this concern, one prominent Wall Street expert suggested that two firms, ICE and 
CME, have a near monopoly on clearing services.66 As an added concern, the Bank of New York 
(BNY) Mellon will soon become the sole US provider of tri-party repurchase (repo) clearing.67 In 
this role, BNY Mellon clears $1.6T tri-party repo daily.68 The tri-party repo market was a key 
source of instability leading to the 2008 financial crisis and remains so today.69 

High concentration correlates with increased systemic risk. Problems in the major CCPs 
will affect almost all major global banks and a multitude of products. Failures could cascade into 
central banks, insurance, pensions, hedge funds, etc. (Appendix G) Dodd-Frank concentrated the 
risk for clearing houses but failed to ensure resiliency in this new systemic feature.  

Recommendation: The SEC and CFTC should intensely monitor CCP operational risk and 
consider mitigation options. Transparency for regulators is the most important regulatory need. As 
transparency enhances confidence, the number and difficulty of DFASTs should decrease and 
focus on system resiliency and redundancy. Finally, regulators must ensure all CCP users, 
traditional and non-traditional, maintain adequate capital.   
 
Areas of Emergent Risk  

In an unpredictable world, we cannot predict the next crisis. Other emergent risks stemming 
from areas such as interest rate and operational resilience could, perhaps, trigger the next financial 
crisis. This section will evaluate the risk emerging from areas not related to the financial crisis of 
2008 in the context of the resiliency of US financial system.  
 

Interest Rate Risk: The FED used extreme measures when it cut the federal funds rate 
(FFR) to zero percent, the lowest in history, during the financial crisis. From 2008-2015, interest 
rates stayed at historically low levels; however, in 2015 as the economy improved, the FED started 
slowly raising rates. By early 2018, the FED increased the FFR six times. Citing improving 
economic conditions, FED Chairman Jerome Powell, signaled that rates may rise quicker than 
current forecasts of three additional increases in both 2018 and 2019.70 
 A rapid increase in rates is a threat to financial stability and exposes banks to interest rate 
risk.71 According to the CEO of a major credit union, banks monitor “interest rate risk by managing 
the volume of the fixed and variable rate loan portfolios and the lengths to maturity of these 
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portfolios.”72 Flat and inverted yield curves generate significant interest rate risk. When short-term 
interest rates rise faster than long-term rates, the yield curve flattens. A flat yield curve limits bank 
profitability by reducing the benefit “from borrowing short and lending long.”73 When short-term 
interest rates actually rise above long-term rates, the yield curve inverts. An inverted yield curve 
is an indicator of future recession. It is also a risk proven to cause bank duress and systemic failure 
in the past—such as during the S&L crisis, when more than 4,000 institutions closed.  
 Current stress test scenarios primarily focus on preparing for recessions accompanied by a 
downturn in the housing industry. In 2018, the FED included a flat yield curve scenario for the 
first time. Upon a more in-depth analysis, however, the yield curve scenario lacks rigor. Today’s 
yield curve is essentially flatter than two-thirds of the time periods covered in the scenario.    
 US regulators may be less concerned about interest rate risk than what is prudent. The 
Basel Committee on Banking Supervision leads the US in terms of addressing interest rate risk. 
With annual federal deficits increasing, higher interest rates on treasuries will likely fund future 
deficits. This increases the likelihood of future interest rate risk stemming from climbing interest 
rates.   

Recommendation: Bank stress tests should elevate the importance of interest rate risk. 
According to a Federal Reserve Bank of New York (FRBNY) official, the “coherence of scenario” 
is a major factor when determining stress tests.74 Aptly, FED economists do not find a flat or 
inverted yield curve to be necessarily coherent with the macroeconomic duress in the severely 
adverse scenario. Therefore, as a remedy, the 2019 DFAST and CCAR should include a 
standalone, market shock, yield curve scenario derived from the Basel Committee’s latest Interest-
Rate Risk in the Banking Book “common shock and stress scenarios”.75  
 

Operational Resilience: As discussed above, Dodd Frank reforms bolstered systemic 
resilience.  This resilience, however, focused narrowly on weathering market-based shocks (i.e., 
loss of value, capital, etc.) and did little to address operational resilience, or the ability to weather 
shocks to daily business functions. Operational resilience ensures continuity of the daily business.   

Federal Financial Institutions Examination Council (FFIEC) guidelines push business 
continuity centered on the awareness, tracking, and mitigation of operational risk.76 Yet these 
guidelines largely focus on internal operational resilience to shocks such as malicious or natural 
threats. Regulators also demand that primary institutions demonstrate adequate understanding of 
third party risk.77 However, it is difficult for Bank of America, for example, to assess the BNY 
Mellon’s operational resilience for tri-party repo. Likewise, Jack Henry Associates, an FSI systems 
provider, supports over 10,000 FSI clients with a vast range of services including payment and 
enterprise management.78 Internal failures could cause a systemic contagion across the industry, 
yet clients have little deep insight into Jack Henry daily operations.   

What the CCPs, BNY and Jack Henry examples illustrate is that consolidation increases 
interconnectedness as singular players become critical central nodes. And, because consumer 
confidence is fundamental in FSI, nodal interruptions could be crippling.  Some SIFI banks employ 
a technology sandbox approach when incorporating third party systems, allowing a safe space to 
mitigate operational risk. Others leverage distributed approaches (e.g., multiple data centers, cloud 
technologies, etc.) to improve overall operational resilience.79 

The Basel Committee includes interconnectedness as a factor in assessing Global 
Systemically Important Banks (GSIB), but only financial interconnectedness.80 Regulators appear 
to have a passing awareness of this rising interconnectivity challenge. Former Treasury Secretary 
Timothy Geithner reminds us that it is difficult to imagination where the next financial crisis will 
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originate.81 Thus, we must consider the necessary actions now to posture the industry to handle 
operational risk-related failures. 

Recommendation: Although FFIEC guidelines focus on traditional malicious and natural 
threats, they can serve as a foundation to build interconnectivity focused operational risk 
guidelines. Additionally, the FSOC should direct a review of individual firm risk analysis to 
determine if firms, systems, or markets have interdependent operational risk. 
 
Impacts of Brexit Uncertainty on US FSI 
 The UK’s decision to leave the European Union (EU), also referred to as Brexit, could 
generate immense uncertainty for US regulators. A transition period begins on March 29, 2019 
that gives businesses time to finalize actions for post-Brexit rules coming into full-force on January 
1, 2021. Already, UK banks indicate they are spending 25-40 percent of their time on the Brexit 
transition. Although significant coordination is underway, most industry representatives believe 
the transition will run past its stated deadline. Brexit will also impact UK FSI profitability with the 
loss of passporting (free access to EU financial markets). Roughly a quarter of UK FSI business is 
within the EU, and according to one UK expert, they expect to lose roughly half of that.  
 Brexit coincides with another significant structural change, ring-fencing, a separation of 
investment and commercial banking operations. Regulators approved Barclays’ ring fencing plan 
and HSBC expects approval in May. Splitting operations reduces efficiency and consumes capital. 
Considering the regulatory impact of Brexit and ongoing implementation of post-financial crisis 
changes, the political momentum for tighter regulation has abated in the UK. British regulators 
emphasized, however, that Brexit will not lead to deregulation.   
 This Brexit uncertainty drives US FSI uncertainty. US banks with exposure to London will 
likely see negative earnings and uncertain regulatory environments to the degree determined by 
ongoing Brexit negotiations. Regardless, London will likely remain a leading global financial hub 
with limited opportunities probably for US firms to fill voids within the EU. Overall, Brexit is 
largely negative for the UK FSI and US firms in the UK will experience an uncertain transition 
period as regulatory guidelines are established.  

Recommendation: The US should designate a single, authoritative regulatory voice to 
speak in forums dealing with Brexit. According to feedback from regulators, the fragmented nature 
of US FSI oversight can lead to divergent US perspectives at the international level. Given its 
regulatory role, the Federal Reserve Board should be the single US voice during this transition. 
 
ESSAY II: INSTRUMENT OF NATIONAL POWER 
 

With its strong economy, large domestic market, global reserve currency, and central role 
within the global banking system, the US possesses immense economic power. The 2017 NSS 
deems economic tools “important parts of broader strategies to deter, coerce, and constrain 
adversaries.”82 Access to capital is a hugely powerful tool and, consequently, financial sanctions 
are valuable coercive instruments of statecraft.83 Former US Treasury Secretary Jacob Lew called 
economic sanctions “a powerful force in service of clear and coordinated foreign policy 
objectives—smart power for situations where diplomacy alone is insufficient, but military force is 
not the right response.”84 Present Treasury Secretary Mnuchin goes further indicating he spends 
“probably over 50 percent” of his time on national security issues and sanctions.85  

Wielding American economic power, however, is neither simple nor assured. Effective 
application of US economic power requires “like-minded partners to build support for tools of 
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economic diplomacy against shared threats.”86 Moreover, fluid US foreign policy and a changing 
international landscape, means the US FSI must remain agile to support national security while 
maneuvering complex and sometimes burdensome, if necessary, anti-money laundering (AML) 
and counter-terror financing (CTF) regulations. Yet hard prohibitions on capital access such as 
sanctions are not the only instrument available. With these matters in mind, this essay further 
explores the issues and implications regarding the applications of American economic might. 
  
Sanctions and the Financial Services Sector 

Sanctions as an instrument of US national power are an appealing alternative to military 
force. Inherently flexible, they can target nations broadly or industries or individuals specifically 
to cause sufficient hardship to influence actions or positions. Past sanction regimes address wide 
ranging policy ends, including responses to human rights violations, the proliferation of nuclear 
weapons, undermining democracy, terrorist financing, Ukrainian intervention and cybercrimes. 
Tariffs and other restrictions on imported goods, trade embargoes, and the seizure or assets are 
some examples of effective sanction approaches.87   

Nations must consider several factors to effectively apply economic sanctions. Namely, 
foreign policy objectives must be properly focused and scoped and used against nations that are 
dependent on the country(s) sanctioning them. The definition of compliance must be reasonable, 
and the sanctions should be proportional to the offense. And, finally, those applying sanctions must 
allow sufficient time to reach desired effects.88    

Moreover, in today’s globalized financial system, nations will be more successful when 
sanctions are multilateral versus unilateral. The US benefits both from its relationship with close 
Allies and by leveraging the dollar as a primary global reserve currency. However, Brexit may add 
complexity in coordinating and enforcing sanction within the EU, as the UK is a valuable partner 
and sounding board in European matters and in supporting sanction implementation.   
 
International Regulation and Relevance  

While the Trump administration has pushed FSI deregulation, it remains focused on 
AML/CTF and sanction activities. Commensurately, federal and state regulators continue 
tightening AML/CTF and sanction compliance through increased enforcement and fines. In 2017, 
these agencies levied $2.5B in non-compliance penalties, continuing a trend to levy heavy fines 
on companies and company compliance officers not meeting compliance standards.89 These fines 
have the attention of the FSI leadership in ensuring AML/CTF compliance both here and abroad. 

Beyond fines, an important tool in ensuring the success of AML/CTF is the Financial Action 
Task Force (FATF). The FATF is an inter-governmental body established in 1989 to assist in 
“setting standards and promoting effective implementation of legal, regulatory and operational 
measures for combating money laundering [and] terrorist financing.”90 Through its 37 members 
(including the US), FATF has established 40 financial standard recommendations to date and 
continues to update and strengthen these recommendations to promote financial transparency and 
protect the financial system through improved information sharing standards between both public 
and private organizations.91   

The strength of FATF is its quarterly assessments and individual country reports. Over the 
last two years, FATF has reviewed over “80 countries and publicly identified 65 of them as having 
major AML/CTF regulatory and enforcement weaknesses.”92 Since February 2018, FATF 
removed “53 of the designated 65 countries” from its blacklist.93 Of the remaining twelve, the two 
worst offenders are the Democratic People’s Republic of Korea (DPRK) and Iran. FATF warned 



13 

 

its members to protect themselves against these two countries and to be aware of the substantial 
AML/CTF risks they pose. Although FATF has taken significant steps to help standardize laws 
and regulations with widespread support, they are still a policy-making body with no regulatory 
authority.  An effective system needs its members to individually accept, pass, and enforce their 
own legislation within their sovereign borders and is only as strong as its weakest link.94 

 
Weakness & Concerns 

Special Designated Nationals (SDN) Detection: Significant limitations exist within the 
Office of Foreign Asset Control (OFAC) SDN name recognition technology. The SDN application 
assists firms by allowing them to identify questionable transactions for further processing, and if 
needed, the ability to take preventive actions. The system is effective, but not perfect. It requires 
significant processing and adjudication and may still fail to identify all concerned individuals. 
Moreover, financial institutions attempt to circumvent this process by using non-roman based 
characters (e.g., Russian, Arabic, or Chinese).   

Failures during the identification process may reduce the system’s effectiveness and lead to 
penalties after properly identifying rule breakers. OFAC and the EU have begun to expand their 
name search capability beyond non-roman characters, but this capability is still limited, and 
notification is lagging. 95 The US government and FSI lead in leveraging technology to assist in 
regulation enforcement. But, while the technology is advancing and reducing false positives, it still 
requires further efficiencies.  

Recommendation: The Department of Treasury should expand SDN ability beyond non-
roman characters. Further, the Department of Treasury, with the assistance of the Department of 
Justice, should provide FSI firms with bi-annual updates on promising SDN adjudication solutions. 
Treasury, in partnership with US firms, should also pursue improved automated technologies that 
comprehensively address sanctions application and reduce the costs of compliance. New 
technologies, for example, can reduce monitoring burden by consolidating multiple sanctions lists 
or enhancing data filtering for target or name identification.  
 

Compliance Cost: While AML/CTF regulations are critical to ensuring sanction 
effectiveness, compliance generates growing costs for financial institutions.  They must manage 
conflicting international regulatory policy and investigate numerous suspected rule breakers while 
navigating the threat of accidently doing business with the wrong parties missed by automated 
tracking systems. As an example, the US requires compliance with its sanctions on Cuba, while 
Canada restricts compliance with boycotts leading to obvious conflicts for US firms wanting to do 
business in both Canada and the US.96 Naturally, firms faced with regulatory disconnects may 
elect to avoid the market altogether. The associated compliance costs are high, and compliance 
programs must be robust. Failure means financial and possibly reputational consequences while 
further degrading the interconnected strength of the US FSI to support AML/CTF sanction 
practices.   

Recommendation: The US should lead in synthesizing international regulatory and 
enforcement standards. Both the US State and Treasury Departments in conjunction with the US 
FSI should establish a working group with trusted “Five Eyes” nations (Australia, Canada, New 
Zealand, the United Kingdom and the United States) to review top financial AML/CTF/sanctions 
regulation and compliance. This group should standardize policies, enforcement tactics, and 
resolution practices and then share these best practices with FATF for global adoption. 
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De-risking: Sanction compliance costs have a significant downside. US financial 
institutions, worried about compliance-related penalties and reputational risk, may be hesitant to 
enter developing markets or may reduce business relationships with companies and financial 
institutions in certain geographical locations—a practice called “de-risking.” Avoiding these 
emerging, high-risk markets means less capital within smaller developing countries or to 
humanitarian organizations conducting operations within these countries and ultimately could 
weaken US economic influence. 

De-risking also counters AML and sanction efforts by pushing developing countries away 
from the regulated banking system into informal, or shadow, systems in which tracking is more 
difficult.97 Keeping these underbanked individuals, companies, and humanitarian organizations 
operating within these emerging nations is vital to improving internal conditions, maintaining 
transparency within the financial system, and keeping these operations within the regulatory 
system. The European Bank for Reconstruction and Development (EBRD) is an excellent example 
of leveraging opportunities to help the underbanked.  By providing development loans to 
developing nations in Eastern Europe, Central Asia, Middle-East, and Northern Africa, EBRD 
promotes transition of market economies, private ownership and spreads democratic values. 
Currently, they operate in 38 countries and expect to expand into Africa to provided needed capital, 
while promoting good governance and ensuring economic stability.98 Such examples are important 
tools in national policy toolboxes to leverage soft power through financial services.   

Recommendation: The US should counter institutional de-risking by improving financing 
opportunities for developing nations and humanitarian organizations in high risk areas through two 
lines of effort. First, the Treasury Department should institute a coordinated review process for 
FSI risk management documentation and then approve or provide exemptions. Such a controlled 
process supports financial institution investment in developing nations and aid organizations 
aligned with US interests without fear of compliance penalties. Second, the US should increase 
support to international development banks such as the EBRD and Asian Development Bank. 
 
Partnering for Effective Application of the Economic Instrument 

The 2017 NSS aptly enumerates the value and importance of economic power in support 
of US interests. Efficient sanctions application and improving emerging nation investments are 
important to the overall effectiveness of the economic instrument of power. As leading GFCs 
London and Singapore are key partners enhancing the effectiveness of the US economic instrument 
of power. Each bring unique advantages which the US should foster and leverage.   
 
 Brexit/United Kingdom: The previously discussed foundational implications of Brexit 
provide important context to Brexit’s effect on sanction implementation. The UK has been a long-
time strategic sanctions partner and US proxy within the EU. Together, the two nations invoked 
powerful sanctions combining the force of US and European markets. At present, UK experts 
suggest the UK is responsible for approximately 85 percent of sanctions activity within the EU.  
The combined US-UK influence over the EU will logically wane after Brexit.   

Recommendation: Continue close monitoring of Brexit implications to FSI. London is 
already taking appropriate steps to set up its own banking processes to handle sanction activities 
after Brexit. The expectation is that while banking functions are changing, London will retain its 
financial influence.99 US officials must monitor Brexit negotiations closely. 
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Singapore: A valuable industry study team visit to Singapore revealed a nation quickly and 
purposefully positioning itself as a strategically important banking center and financial hub. The 
pragmatic Singaporean government and its equally practical central bank, The Monetary Authority 
of Singapore (MAS), are implementing several efforts to increase its appeal as a financial center. 
Singapore recently adjusted its tax rates to compete with regional competitor Hong Kong and is 
actively working to produce cyber and tech savvy human capital, or “new collar” workers 
necessary for the financial industry. Further, many view Singapore as preferable to Hong Kong in 
employee standard of living, and, due to its free market and rule of law, it will remain a safer 
option to move capital. Finally, Singapore has invested significantly in establishing itself as a 
technology and cyber leader within the financial sector. It enticed Interpol Cyber Security Fusion 
Center and the Financial Services Information Sharing and Analysis Center (FSISAC) to locate 
operating locations in Singapore while establishing fintech labs to help lead in FSI technology 
development. 
 It appears these efforts are succeeding. Banking executives predicted Hong Kong 
competing for the next two to five years; however, they expect Singapore to pass Hong Kong as 
the leading Asian financial center. Consequently, many banks are also establishing headquarters 
in Singapore. This prediction is strategically significant to US influence in the region as Singapore 
may become an even stronger strategic financial sanctions partner. US officials echoed these 
predictions but cautioned that Singapore seeks partners for international political actions as it 
prefers to act on sanctions only when United Nations Security Council resolutions apply.  

Singapore’s reluctance to act alone may be due to their vulnerability in size and immature 
but growing cyber protection capabilities. Singapore recently passed robust cybersecurity and 
infrastructure laws and their judicial system’s foundation in common law adds reassurance it can 
ably prosecute crimes. Moreover, Singapore recently signed agreements with China on its belt and 
road initiatives to avoid missed opportunities, a pragmatic position given regional balances of 
power. Singapore values the US and its presence in the region. And, significant for sanctions and 
US economic power, two-thirds of regional infrastructure funding flows through Singapore.   

Recommendation: The US should seek to remain an irreplaceable partner for Singapore 
through strengthened relationships as it rises in importance as a global financial hub. Several 
avenues offer potential payoff. First, the US should work to help Singapore as a partner of choice 
to further its cyber threat recognition and response capabilities, and partner with them in 
developing pertinent cyber laws within the region and the United Nations. Next, the US should 
recapture good trade relations with Singapore through tariff relief. Despite a $20B trade surplus 
with the US, tariffs on steel and other items impact Singapore. Although currently the US enjoys 
a strong economic relationship with Singapore, further supporting Singapore’s rise as a global 
financial hub and partnering in key FSI development initiatives would deliver a firm message 
about US interests in Asia. In doing so, the US will clarify its intentions following the Trans-
Pacific Partnership withdrawal and bolster support from a key partner in Asian and global forums. 
 
Soft Power—Access to Capital 
 Most of the proceeding discussion focused on prohibiting access to capital by direct means 
(sanctions, etc.). Yet there are other avenues worth reviewing that allow the US to apply soft power 
through the financial industry. The first of these is controlling firms’ access to capital through 
principled or targeted investing. The FSIS discovered the value of principle-based investing in 
meetings with ABN-AMRO, whose corporate pillar of sustainability (i.e., environmentally sound 
practices) guides decisions. Given this pillar, the bank limits lending to firms for programs that are 
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unsustainable. Initially, and with an American perspective, such restrictions seemed contrary to 
sound profit-seeking business. After discussions, however, the merits were apparent.   

For example, ABN AMRO, would likely not lend to firms producing energy through coal-
fired power plants unless the firm had a long-term strategy to move to more renewable energy 
sources. What became obvious to the study team is the potential power of this principle-based 
lending approach.  ABN-AMRO, as an avenue for capital, can impart its values upon other firms.   

A second, similar situation arose in discussions with US-based firms in Singapore.  Local 
bank officials explained how Chinese customers do not want to leave mainstream social media 
platforms to access firm-specific apps. For example, most Chinese consumers prefer the WeChat 
platform. Thus, US-based banks are exploring how to integrate their applications with WeChat.100 
As WeChat is wholly accessible by the Chinese government, the potential integration of US bank 
systems is both informative as to a likely industry trend and concerning as a large US financial 
institution will have direct links into a system with close ties to the Chinese government. 101   

Recommendation: Three of the top five GSIBs are US financial institutions. Such status is 
the source of much of US economic might. As demonstrated by the previous ABN-AMRO and 
Chinese examples, controlling access to capital beyond traditional hard prohibitions has promise. 
The US government should consider working closely with US financial institutions, within the 
bounds of American values, to employ soft power through capital access.   

We recognize the Chinese model is antithetical to American values. It is important, 
however, to also consider the implications should US financial institutions merge open 
architectures within Chinese social media platforms. The US Treasury Department should ensure 
it clearly understands the connectivity associated with these new applications.    
 
ESSAY III: EMERGING THREATS AND OPPORTUNITIES 
 
The Innovation Environment 

 The 2017 NSS identifies the DIB as a critical element of US power.102 A healthy and 
innovative FSI is a direct indicator of the potential for growth of a nation’s economy writ large 
and also its defense industry.103 This highlights the need for industry and government leaders to 
assess the FSI Innovative Environment (IE) to ensure that it promotes a healthy approach to 
innovation within US banking industries and ensures safe, secure, and stable access to credit and 
liquidity through the digital financial commons for the US economy and DIB.  

Government policy effect on innovation: Two recent regulatory and oversight actions drove 
FSI innovation. The first was a 1998 change in patent law interpretation, updated in 2010. The 
second was Dodd-Frank in 2010. Patent law changes improved IP protections, eliciting a 50 
percent increase in fintech related patent submissions. Dodd-Frank, on the other hand, increased 
the cost of compliance, driving banks to seek innovative cost reduction solutions.104 Policy makers 
must consider how laws and regulations impact FSI innovation, while industry needs to harness 
competitive forces to push innovation, if not for the betterment of the defense industrial base, then 
for competitive advantage. 

Human Capital: US cyber security professionals and fintech developers are in high 
demand. Many industry leaders have indicated that there are not enough available for the required 
need. As an example, more than 30 percent of JPMorgan Chase’s (JPM) 252K personnel are 
technologists. While the industry aggressively seeks to retain technical personnel, domestic FSI 
regulators struggle to keep pace.105 Singaporean industry and government representatives also 
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commented on international competition for human capital. Consequently, global human capital 
does not meet demand.   

Capital for Innovation: As the industry focuses on technical personnel, it also devotes more 
capital to technical innovation. Total global fintech investments grew from 2010 to 2015 peaking 
at $105B, then declined slightly to $94B by 2017, the majority investment from North America.106 
As privately owned entities funded by the government to work on long-term R&D needs, Federally 
Funded R&D Centers (FFRDC) also fill a special role in the innovative environment.107 Although 
the DTCC worked with the MITRE Corporation (an FFRDC) on a Cyber Security Threat 
Messaging System, other financial firms seem to be relatively unaware of FFRDC roles. FFRDCs 
seem to be underutilized in financial services due to the traditional oversight role of government 
and industry firms’ limited awareness of their contributions including technology licensing, 
cooperative R&D agreements, open source participation, and developing industry standards.108 

Recommendation: The American FSI IE would benefit from regulators and lawmakers 
recognizing the joint industry and government approach required to sustain the innovative 
environment. US FSI regulators maintain a hands-off approach with an enforcement culture, but 
this approach reduces the IE’s ability to shape innovations in ways that prioritize the 
macroprudential security of the industry over corporate profitability. 

Recommendation: Industry associations and government agencies should increase focus 
on building knowledge assets. Current trends require more focus on developing the workforce with 
the right skills to support industry innovation and regulation. With a deficit of skilled resources, 
emphasis should be put into increasing awareness in high-schools and colleges for the type of 
technical skills needed to support innovation in financial services. 
 
Operational Risk  

As discussed in Essay II, systemic operational risk from interconnected institutions is 
concerning, and largely lacks regulator focus. Rapid evolutions in technology, however, further 
threaten to increase operational risk. Emerging technologies both internal to firms and external 
threats from the cyber domain will likely exacerbate current operational risk concerns. Fintech and 
AI are the most significant internal threats and the FSOC highlights the primary external threat to 
the system vis-à-vis technology will come from the cyber domain.109  

Key to understanding fintech risk is the build/buy decision. Generally, large firms have the 
resources to develop technology internally while small firms, who see such technology as a 
viability imperative, must look to third party providers. Both groups face risk when employing 
fintech, but the small bank ecosystem’s short list of providers presents a more concentrated pool 
of risk. Several small banks interviewed by the FSIS highlight technological relevancy and 
associated cyber security challenges as top business concerns.110 Few forecast a decline in this 
trend—therefore it is crucial to address the threats of increasing fintech reliance in FSI. 

AI presents different challenges to the FSI. Traditional programs perform only the 
functions directed via specific code. Programmers give AI machine learning systems, on the other 
hand, broad rule sets and the systems learn independently to meet programmed goals. This learning 
is internal and largely opaque to the human programmer who may not fully understand how the 
machine learning evolved. AI has a critical potential malignant failure mode: perverse 
instantiation.111 A perverse instantiation is when an intelligent system uses unexpected methods to 
meet programmed goals. The US equity market shed over $1T of value in minutes in 2010’s flash 
crash when high-speed, algorithmic traders responded automatically to market fluctuations 
causing a massive sell off.112 Most telling is that the crash was likely caused by unintelligent 
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algorithms. Years later only minimal clarity exists as to what caused the crash, leading some to 
argue it was the interaction of algorithms coupled with a nervous market.113 

Due to the significant amount of fintech developed in-house by the banking institutions, it 
falls to firm Chief Technology Officers (CTO) to ensure fintech development complies with the 
NIST Framework and is deployed with minimal vulnerabilities. The Chief Information Security 
Officer (CISO) additionally supports regular testing, assessment, and update of company 
information technology products to enhance their cyber resiliency throughout their life cycle. This 
symbiotic relationship between the CTO and CISO was evident in our various bank visits.  

Third-party providers offer a wide variety of technology for financial institutions.  If 
industry widely uses the provider (i.e., Jack Henry Associates), any introduced vulnerability from 
its exploitation can be systemic. The financial services sector developed TruSight to reduce third-
party risks. TruSight gathers and validates third-party information, including cyber resiliency 
protocols and capabilities. TruSight stores these assessments on a secure platform that firms can 
utilize to assess and manage relationships with third-party providers.  

Finally, there is appropriate and rising attention across industry, regulators and government 
agencies to minimizing systemic external cyber risk.114 As a part of the New York State 
Department of Financial Services (DFS) 2017 Cybersecurity Requirements for Financial Services 
Companies, banking institutions must have a CISO overseeing and implementing the companies' 
cybersecurity program and enforcing its cybersecurity policy. Institutions may be aware such risks 
exist and have internal methods to minimize problems, but current regulatory focus and 
requirements may not be adequate to ensure the individual firm and system security. New York’s 
cybersecurity requirements may be useful in developing Federal guidelines for in-house 
development of cyber resilient technologies in the banking industry.    

Recommendation: US regulators must be more proactive in assessing systemic, 
interdependent operational risk. DFAST and CCARs should include operational risk and cyber 
scenarios. The FED’s cyber assessment efforts are a step in this direction.115 Similar technology 
failure modes and effects analyses would provide the FED insight into systemic operational risk. 
The Bank of England models this recommendation by deeming operational failures planning 
certainties rather than chance possibilities.116 

Recommendation: AI must be clearly understood.  Peeling away AI’s opaqueness is crucial 
to solving associated challenges.117 Defense Advanced Research Projects Agency’s Explainable 
Artificial Intelligence program warrants review for use beyond DoD. At present, limited skills and 
tools for auditing and maintaining awareness of AI fintech applications exist.118 The FSOC should 
also support establishing AI safety rules and associated monitoring systems. 

Recommendation: Create a cybersecurity standards certification authority to set the 
conditions for improved fintech cybersecurity. As a critical infrastructure sector, FSI security is 
foundational to our national economy and the defense industrial base. The creation of 
cybersecurity standards should not be left for industry to define. Combining industry efforts and 
government oversight will ensure a comprehensive approach to ensuring the IE for critical 
financial infrastructure is safe and secure. 
 
Opportunities to Encourage Innovation 

While innovation within the FSI warrants discussion, also worthy of discussion is the 
external innovation enabled by the FSI. Specifically, the FSI ensures credit availability to 
transition DIB concepts to capabilities. But, not all defense industry companies have the same 
ready access to that crucial funding, especially small defense firms. The post-2008 aftermath 
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affected small banks, and consequently small defense firms, uniquely. A 2018 report from the US 
Small Business Administration (SBA) shows the growth rate for small business loans post-crisis 
remain depressed.119 Loan volume since 2008 is down 13 percent with the actual number of loans 
down 41 percent.120 Dodd-Frank regulations did little to assist low volumes, “uniquely 
discourag[ing] loans to small business” by imposing higher capital requirements on banks larger 
than just $10B.121  

Most small community banks also offer something the big banks cannot—an aptitude for 
connecting with small businesses on multiple levels. They can make better qualitative assessments 
through their proximity to the borrower, their ability to learn about the business, and their 
knowledge of the local market.122 Small business loans “remain the core of the community banking 
business, with 98 percent of banks with under $10B in assets offering small business loans.”123   

Unfortunately, post-crisis, one-size-fits-all regulation has hurt small banks significantly 
and severely impacted small banks’ ability to serve small businesses.124 As shown by the FDIC 
chart (Appendix H) there are 1700 fewer banks in the US than in 2010. The smallest community 
banks, with assets below $100M, fell by 32 percent over this period and banks with assets between 
$100M and $1B fell by 11 percent.125 This suggests that smaller banks are more susceptible to 
consolidation due to high compliance costs. Not only have small banks themselves declined, the 
remaining have decreased their overall approval of bank loans to small business.126 Compliance 
costs due to regulation impact small banks disproportionately, accounting for a “greater share of 
personnel, data processing, legal, accounting, and consulting costs.”127 

Recommendation: Policy should create a regulatory environment that fosters innovation by 
encouraging lending to small innovative businesses. Because of the high risk regarding emerging 
technology, the DoD and SBA need to formulate a small defense technology (SDT) caveat 
increasing safeguards and incentives for banks that lend to designated SDT businesses.  

Recommendation: Regulatory policy should encourage de novo community bank 
formation in emerging innovation centers. Favorable small bank regulatory conditions translate to 
more small business loans and would support defense innovation, especially in emerging US 
innovation corridors.128 Setting such conditions will help both the banks and the start-up 
companies grow together129 and supports the 2017 NSS call to renew DIB capabilities.130 

Recommendation: Compliance cost are disproportionally burdensome for small banks thus 
the US needs a scalable and coordinated regulatory system. Scalable reform efforts should focus 
on effective cost-benefit analysis associated with enacting regulation. Standardized compliance 
cost collection without additional regulatory burden will be key. 
 
Singapore’s Innovation Push  

Thus far, the role of FSI innovation and associated fintech and cyber security implications 
are key themes in this study. In that vein, the study found that Singapore’s government and FSI 
industry are pushing for leadership in global research, development, and application of innovative 
fintech. The MAS wants to accelerate fintech development, commercialization and 
operationalization.  Following a deliberate strategy, the MAS works through a network of public-
private and private-private partnerships to create a business and innovation friendly regulatory 
environment. But, the MAS itself also innovates.  

In 2015 the MAS launched the Looking Glass fintech innovation lab to mix “talent, 
funding, and mentorship together to create the right ecosystem.”131 It promotes fintech 
experimentation and facilitates collaboration between the innovators, regulators, and investors.  
CitiBank Asia responded to this permissive environment by developing AI bots connected to social 
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media platforms allowing customers to access all banking operations through a single app.132 This 
is part of Citi’s overall effort to digitize all aspects of banking life for a better customer 
experience.133 Other banks in Singapore are looking to similar fintech and cyber focused 
initiatives. These digitization efforts bring with them greater efficiency, but, as discussed earlier, 
greater operational risk and is why Singapore courted the aforementioned Interpol and FSISAC 
regional centers to provide closer access to cyber threat information. 
 Recommendation: The US government is lagging in the deliberative, carefully-
orchestrated, and government-sponsored fintech innovation similar in Singapore. Although 
Singapore benefits from a relatively small and well-controlled society, its efforts demonstrate the 
technological and regulatory value of strategic planning for innovation. The US government 
should partner with Singapore to gain insight into the creative nexus growing in that nation.  
 
CONCLUSION 

The Financial Services Industry is critical to the United States’ economic and national 
security.  Paradoxically, however, financial services present both a systemic danger and nurturing 
force for America’s prosperity and its industrial base. Fortunately, the financial services industry 
is in a much stronger position today than before the 2008 financial crisis.  Post-crisis reforms built 
needed resiliency into an industry that proved fragile to the financial shocks of 2008. No regulatory 
regime is perfect and Dodd-Frank reforms certainly were not free from costs. Compliance costs 
rose, regulatory regimes expanded, and firms generally experienced a hit to their bottom lines. 
That said, Dodd-Frank was necessary to ensure the long-term viability of the US financial system 
as an instrument of power. 
 The 2017 NSS is clear; America’s economic might is vital to its achieving national security 
goals and this industry is a critical component. Not only is it instrumental in applying coercive 
sanctions, it underpins a significant portion of global business. The US must deliberately leverage 
its financial system as a tool—if not the primary tool—to achieve strategic ends despite a dynamic 
global financial system.  
 Although generally more resilient, the financial system is not free from threats and this 
study found several key areas the US government and US FSI firms must consider. First is 
operational risk. While post-crisis reforms built financial resiliency into the system, they did little 
address the risk of a highly interconnected network of institutions with various single points of 
failure, especially given the rise of fintech. Second, international partners will remain critical in 
the future. Brexit results must be followed closely, and Singapore is a burgeoning financial hub 
attractive for deeper partnerships. At home, rising interest rates will dictate the pace of growth and 
shadow banking remains a concern. Finally, access to capital remains the crux of economic power. 
Risks, innovations and opportunities abound in this space and the US government must encourage 
innovative approaches in the industry writ large and to support the defense industrial base.  
 In the end, the US remains the world’s most vibrant financial power. Whether through 
principle-based lending or controlling access to financial accounts, governments can wield 
significant sway over individuals and nations. Moving forward, the US must continue to focus on 
increasing the overall resiliency of its financial services industry. Smart regulation coupled with 
strong public-private partnerships will be critical to future success. 
 
  



21 

 

Appendix A134 
 

ZYen Global Financial Center Index 23 
 

 
 



22 

 

Appendix B135 

 
 

 
 
 
 
  



23 

 

 
Appendix C 

 
Profit Margins Among Five Largest Investment Banks (ycharts.com) 

 

 
 
  



24 

 

Appendix D 
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Appendix I 
 

Consolidated Recommendations 
 
Essay I: A Foundation of National Power 
 

Recommendation: The US should begin an incremental path to meaningful FSI regulatory 
reform by merging the SEC and CFTC into a single agency. The undersized CFTC is ill-equipped 
to regulate complex derivates and futures trading. The SEC has resources to draw from, such as 
FINRA, that could help the CFTC manage one of the most complex aspects of the FSI. This would 
increase efficiency and reduce uncertainty over jurisdictions.  
 

Recommendation: Policy makers should consider moving to an investor-paid credit rating 
model aligning incentives or rating agencies and investors. The current issuer-paid model allows 
rated agencies to pay for credit rating services to sell their bonds to regulated financial 
institutions.60 This conflict of interest allows for the possibility that a rated agency could pay for a 
better rating.  Investor-paid models may reduce conflicts of interest. 

 
Recommendation: US regulators should categorize and regulate large non-banking 

intermediaries that reach a $250B capital threshold as traditional banks and require appropriate 
charters. Such actions would require US regulators to increase efforts to prioritize, include, and 
monitor all vulnerable non-banking intermediaries as SIFIs. 

 
Recommendation: The SEC and CFTC should intensely monitor CCP operational risk and 

consider mitigation options. Transparency for regulators is the most important regulatory need. As 
transparency enhances confidence, the number and difficulty of DFASTs should decrease and 
focus on system resiliency and redundancy. Finally, regulators must ensure all CCP users, 
traditional and non-traditional, maintain adequate capital.   

 
Recommendation: Bank stress tests should elevate the importance of interest rate risk. 

According to a Federal Reserve Bank of New York (FRBNY) official, the “coherence of scenario” 
is a major factor when determining stress tests.74 Aptly, FED economists do not find a flat or 
inverted yield curve to be necessarily coherent with the macroeconomic duress in the severely 
adverse scenario. Therefore, as a remedy, the 2019 DFAST and CCAR should include a 
standalone, market shock, yield curve scenario derived from the Basel Committee’s latest Interest-
Rate Risk in the Banking Book “common shock and stress scenarios”.75 

 
Recommendation: Although FFIEC guidelines focus on traditional malicious and natural 

threats, they can serve as a foundation to build interconnectivity focused operational risk 
guidelines. Additionally, the FSOC should direct a review of individual firm risk analysis to 
determine if firms, systems, or markets have interdependent operational risk. 

 
Recommendation: The US should designate a single, authoritative regulatory voice to 

speak in forums dealing with Brexit. According to feedback from regulators, the fragmented nature 
of US FSI oversight can lead to divergent US perspectives at the international level. Given its 
regulatory role, the Federal Reserve Board should be the single US voice during this transition. 
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Essay II: Instrument of National Power 
 

Recommendation: The Department of Treasury should expand SDN ability beyond non-
roman characters. Further, the Department of Treasury, with the assistance of the Department of 
Justice, should provide FSI firms with bi-annual updates on promising SDN adjudication solutions. 
Treasury, in partnership with US firms, should also pursue improved automated technologies that 
comprehensively address sanctions application and reduce the costs of compliance. New 
technologies, for example, can reduce monitoring burden by consolidating multiple sanctions lists 
or enhancing data filtering for target or name identification.  

 
Recommendation: The US should lead in synthesizing international regulatory and 

enforcement standards. Both the US State and Treasury Departments in conjunction with the US 
FSI should establish a working group with trusted “Five Eyes” nations (Australia, Canada, New 
Zealand, the United Kingdom and the United States) to review top financial AML/CTF/sanctions 
regulation and compliance. This group should standardize policies, enforcement tactics, and 
resolution practices and then share these best practices with FATF for global adoption. 

 
Recommendation: The US should counter institutional de-risking by improving financing 

opportunities for developing nations and humanitarian organizations in high risk areas through two 
lines of effort. First, the Treasury Department should institute a coordinated review process for 
FSI risk management documentation and then approve or provide exemptions. Such a controlled 
process supports financial institution investment in developing nations and aid organizations 
aligned with US interests without fear of compliance penalties. Second, the US should increase 
support to international development banks such as the EBRD and Asian Development Bank. 

 
Recommendation: Continue Close Monitoring of Brexit Implications to FSI. London is 

already taking appropriate steps to set up its own banking processes to handle sanction activities 
after Brexit. The expectation is that while banking functions are changing, London will retain its 
financial influence.99 US officials must monitor Brexit negotiations closely. 

 
Recommendation: The US should seek to remain an irreplaceable partner for Singapore 

through strengthened relationships as it rises in importance as a global financial hub. Several 
avenues offer potential payoff. First, the US should work to help Singapore as a partner of choice 
to further its cyber threat recognition and response capabilities, and partner with them in 
developing pertinent cyber laws within the region and the United Nations. Next, the US should 
recapture good trade relations with Singapore through tariff relief. Despite a $20B trade surplus 
with the US, tariffs on steel and other items impact Singapore. Although currently the US enjoys 
a strong economic relationship with Singapore, further supporting Singapore’s rise as a global 
financial hub and partnering in key FSI development initiatives would deliver a firm message 
about US interests in Asia. In doing so, the US will clarify its intentions following the Trans-
Pacific Partnership withdrawal and bolster support from a key partner in Asian and global forums. 

  
Recommendation: Three of the top five GSIBs are US financial institutions. Such status is 

the source of much of US economic might. As demonstrated by the previous ABN-AMRO and 
Chinese examples, controlling access to capital beyond traditional hard prohibitions has promise. 
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The US government should consider working closely with US financial institutions, within the 
bounds of American values, to employ soft power through capital access.   

We recognize the Chinese model is antithetical to American values. It is important, 
however, to also consider the implications should US financial institutions merge open 
architectures within Chinese social media platforms. The US Treasury Department should ensure 
it clearly understands the connectivity associated with these new applications.    
 
Essay III: Emerging Threats and Opportunities 
 

Recommendation: The American FSI IE would benefit from regulators and lawmakers 
recognizing the joint industry and government approach required to sustain the innovative 
environment. US FSI regulators maintain a hands-off approach with an enforcement culture, but 
this approach reduces the IE’s ability to shape innovations in ways that prioritize the 
macroprudential security of the industry over corporate profitability. 

 
Recommendation: Industry associations and government agencies should increase focus 

on building knowledge assets. Current trends require more focus on developing the workforce with 
the right skills to support industry innovation and regulation. With a deficit of skilled resources, 
emphasis should be put into increasing awareness in high-schools and colleges for the type of 
technical skills needed to support innovation in financial services. 

 
Recommendation: US regulators must be more proactive in assessing systemic, 

interdependent operational risk. DFAST and CCARs should include operational risk and cyber 
scenarios. The FED’s cyber assessment efforts are a step in this direction.115 Similar technology 
failure modes and effects analyses would provide the FED insight into systemic operational risk. 
The Bank of England models this recommendation by deeming operational failures planning 
certainties rather than chance possibilities.116 

 
Recommendation: AI must be clearly understood.  Peeling away AI’s opaqueness is crucial 

to solving associated challenges.117 Defense Advanced Research Projects Agency’s Explainable 
Artificial Intelligence program warrants review for use beyond DoD. At present, limited skills and 
tools for auditing and maintaining awareness of AI fintech applications exist.118 The FSOC should 
also support establishing AI safety rules and associated monitoring systems. 

 
Recommendation: Create a cybersecurity standards certification authority to set the 

conditions for improved fintech cybersecurity. As a critical infrastructure sector, FSI security is 
foundational to our national economy and the defense industrial base. The creation of 
cybersecurity standards should not be left for industry to define. Combining industry efforts and 
government oversight will ensure a comprehensive approach to ensuring the IE for critical 
financial infrastructure is safe and secure. 

 
Recommendation: Policy should create a regulatory environment that fosters innovation by 

encouraging lending to small innovative businesses. Because of the high risk regarding emerging 
technology, the DoD and SBA need to formulate a small defense technology (SDT) caveat 
increasing safeguards and incentives for banks that lend to designated SDT businesses.  
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Recommendation: Regulatory policy should encourage de novo community bank 
formation in emerging innovation centers. Favorable small bank regulatory conditions translate to 
more small business loans and would support defense innovation, especially in emerging US 
innovation corridors.128 Setting such conditions will help both the banks and the start-up 
companies grow together129 and supports the 2017 NSS call to renew DIB capabilities.130 

 
Recommendation: Compliance cost are disproportionally burdensome for small banks thus 

the US needs a scalable and coordinated regulatory system. Scalable reform efforts should focus 
on effective cost-benefit analysis associated with enacting regulation. Standardized compliance 
cost collection without additional regulatory burden will be key. 

 
Recommendation: The US government is lagging in the deliberative, carefully-

orchestrated, and government-sponsored fintech innovation similar in Singapore. Although 
Singapore benefits from a relatively small and well-controlled society, its efforts demonstrate the 
technological and regulatory value of strategic planning for innovation. The US government 
should partner with Singapore to gain insight into the creative nexus growing in that nation.  
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